With the advancement of technology, devices, which are considered non-traditional in terms of internet capabilities, are now being embedded in microprocessors to communicate and these devices are known as IoT devices. This technology has enabled household devices to have the ability to communicate with the internet and a network comprising of such device can create a home IoT network. Such IoT devices are resource constrained and lack high-level security protocols. Thus, security becomes a major issue for such network systems. One way to secure the networks is through reliable authentication protocols and data transfer mechanism. As the household devices are controllable by the users remotely, they are accessed over the internet. Therefore, there should also be a method to make the communication over the internet between IoT devices and the users more secured. This paper proposes a twophase authentication protocol for authentication purposes and a VPN based secure channel creation for the communication of the devices in the network. Furthermore, the paper discusses the Elliptic Curve Cryptography as a viable alternative to RSA for a more efficient Key exchange mechanism for low-powered IoT devices in the network.
Introduction

Background
The Internet of Things (IoT) is a system of interconnected devices, sensors and actuators etc. which work together in a network to reach a common goal [1] . Such technology can be implemented in various ways to make our daily lives easier by placing internet capabilities in devices which are not regularly used as network devices. In recent years, the application of microprocessor-based controllers in devices ranging from toasters to airliners is being added to connect them to the arXiv:1910.13625v1 [cs.NI] 30 Oct 2019 internet [4, 5] . With such advancements in IoT technology, it is showing potential to be deployed as consumer products for home usage [5] . Providing internet capabilities to home devices, such as air conditioners, lights, fans, refrigerators etc., enables them to be controlled remotely. Such type of application can be called home IoT networks. As the devices connected to a home network and these devices can be controlled remotely which make these devices vulnerable to malicious attacks [2, 4] and secure data transferring is also needed [19] . So there need to add methods of authentication and security between the user and the devices in the network in order to prevent attacks [5, 7] . Secure authentication of devices in a network includes a key exchange mechanism and handshake between the devices [3, 7, 12] . This can be done through centralized network system in which a central node is responsible for the security mechanisms [7, 12] or through distributed networks where each node shares private keys and after successful handshake communication is established [3, 7, 12] . 
Authentication Protocols
Authenticating devices in a home network is a key process in securing the user interaction with IoT. If the network lacks security the end devices are vulnerable to attack and the purpose of implementing IoT is diminished [13] . There are several authentication mechanisms for IoT applications. Such as password based remote user authentication using one-way hash functions and ticket based authentication [7] . Existing methods of authentication of devices include registering devices in a cloud platform running with the home network and initiating a handshake and key exchange [7, 12] . Such systems also include a current method of key exchange which is the RSA key exchange mechanism [6] . As most of the IoT devices are resource constrained, DTLS protocol is often used for handshaking [16] . 
Related Works
Wi-Fi Network Based Security
The system contains a home gateway, the user or mobile device and several IoT devices connected through a Wi-Fi network, as shown in Fig. 1 . Users can access the IoT devices from the home gateway and the gateway performs authentication and monitoring functions between the devices in the system [5] . The authentication protocol used in this system involves the use of public key cryptography [6] with pre-shared keys between the gateway and a new device which utilizes Elliptic Curve Cryptography (ECC) to reduce key size [5] , as shown in Fig. 2 . This model lacks a proper mechanism for the handshaking protocol for constrained devices. Although ECC was used to reduce key size shared for authentication, the whole application lacks security measures if a malicious attacker is able to infiltrate the system.
PAuthKey Protocol
The system authenticates its devices in a two-phase authentication protocol [7, 9, 12] , as shown in Fig. 3 . The network consists of several nodes in a cluster that communicates with the user over the IoT cloud through a gateway [7] . A Certificate Authority (CA) is connected to the network and is responsible for authenticating the devices using handshake and key exchange [7] . The first phase of the authentication is done manually by registering the devices in the certificate authority [7, 12] . The second phase is done through initiating handshake using DTLS handshaking protocol and exchanging keys using ECC [6, 7, 16] . Since the user communicates with the IoT devices over the IoT cloud or internet, in these areas, the data packets remain vulnerable to attackers. Even though they are encrypted, there still lie possibilities of the packets being sniffed and decrypted.
Two-way Authentication Security Scheme On Existing DTLS Protocol
This system comprises of a network containing a certificate authority which is responsible for authorizing the devices and an access control server for exchanging key [17] , as shown in Fig. 4 . The devices communicate with each other over the internet and the IoT devices communicate with the user and the server through a gateway [17] . The key aspect of this system is the use of DTLS handshake for mutual authentication of the devices, i.e. a two-way authentication [9, 16, 17, 18] , as shown in Fig. 5 . During the handshake, keys are exchanged using RSA cryptography [17] . This model also briefly talks about using VPN as a mechanism to secure payload over the internet for their proposed model [13, 17, 20] . As this model uses the RSA key exchange mechanism, there exist the probability of large network overheads occurring due to large key size. This can be modified by using a key exchanging mechanism which generates a lower key size for the same security bit for RSA.
Network Model and Assumption
Our proposed network model follows the existing network model used in the PAuthKey system for the authentication process [7] . Since the devices in their network are communicating over the internet or IoT cloud [7, 11] , we modified the network using VPN for secure communication. Here, the model is made such that the wireless sensor networks (WSN) clusters with gateways (GW) can be an individual house or a room so that the system is scalable to larger implementations. The certificate authority used in PAuthKey system [7] has been replaced by a VPN server which is responsible for registering the devices as well as authenticating the devices using DTLS handshake [7, 17] and public key cryptography for key exchange mechanism [6] . The VPN server also establishes VPN endpoint to gateway tunnels [21, 22] for securing data packets sent by any devices in the system. The VPN server is responsible for creating VPN tunnels for data communication between the user and the device or the gateways and the server. The VPN server is responsible for creating VPN tunnels for data communication between the user and the device or the gateways and the server.
Proposed Solution
MAC Address Based User Registration
Similar to the aforementioned systems, our system also uses a registration phase for the devices in the network [5, 7, 17] , as shown in Fig. 6 . In our system, the Fig. 5 . DTLS Handshake Mechanism for Two-way Authentication [17] .
VPN server contains a database that keeps a record of valid users which includes their usernames, password and MAC address, as shown in Table ? ?. This record is kept as a fail-safe such that if an authorized user does manage to gain access to the system, the server can deny them access as their MAC address does not match with any registered addresses.
Authentication Protocol
Use of ECC is now being adopted as an alternate public key exchange mechanism for IoT based networks [5, 15] . In PAuthKey [7] and Wi-Fi based system [5] , the usage of ECC was also adopted along with DTLS handshake. On the other hand, the DTLS two-way authentication protocol used RSA as their method for key exchange. In our proposed method, we use ECC along with DTLS handshake for authentication purposes. The reason ECC is used in lieu of RSA is that ECC is more suitable for resource-constrained devices. ECC keys are generated through computation on an elliptical curve whose basic equation is
The trapdoor function of ECC is similar to RSA with complex mathematical computation [14] , this is due to elliptic curves having horizontal symmetry and any non-vertical line will intersect the curve in 3 places at most. Moreover, the endpoint of the non-vertical intersection can be reflected to form another non- vertical intersection resulting in the scope of more key generation [14, 15] . The major advantages that ECC has over RSA are:
-ECC relies on difficult discrete logarithm functions which make it more difficult to decrypt by malicious attackers [14] . -ECC generates keys with shorter size compared to RSA for the same security bits [14, 15] . -For the same bit size, ECC generates more number of keys than RSA [15] , which is provided in Table 1 .
Considering these advantages our proposed solution follows the ECC key exchange mechanism. 
Data Transfer Security Using VPN
In our network model and the network models discussed in our related works, users communicate with IoT devices through the internet or IoT cloud [5, 7, 17] . This may leave the data packets being sent vulnerable to eavesdropping or sniffing attacks. To solve this problem, our model introduces VPN to the network. A VPN endpoint to gateway tunnel [20] which is created from the server to the gateways, from user to server and from user to gateway by the VPN server as shown in Fig. 4 . This enables the devices to communicate using private IPs over a secured channel. Furthermore, such type of secured communication ensures that CIA (confidentiality, Integrity, Authenticity) is maintained in the system.
Conclusions
Scope of Future Work
This solution focuses on secure data communication and authentication protocols for home IoT networks. The proposed network model mainly focuses on home networks including control over multiple homes for one user based on cluster topology. This network is scalable to larger network areas such as industries and hospitals and even smart cities. Furthermore, the scope of improving VPN based communication over the internet is vast as this solution focus on conceptual based discussion rather than practical implementation.
Conclusion
In this solution, the problem that was focused on the authentication mechanism of devices in a home IoT network and secured communication of devices over the internet. Efficient authenticating mechanism based on ECC and DTLS handshake was introduced and VPN based tunneling was proposed to secure data communication. Moreover, MAC address-based fail-safe solution was also proposed such that in an unlikely event an unauthorized user gains access to the system, they can be dealt with.
